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1	 The spread of AI-generated media 
has posed new challenges to 
democracies, as citizens lose the 
ability to differentiate between AI-
generated and authentic media.

2	 In November 2024, AI-generated 
content overtook human-
generated content online, marking 
a shift to a media environment that 
is predominantly synthetic.

3	 Indo-Pacific actors are using 
synthetic disinformation to disrupt 
political fault lines for profit, 
influence elections, and manipulate 
public opinion.

4	 Pairing synthetic media 
transparency methods with 
Australia's proposed algorithm-
choice legislation could 
allow platforms to separate 
AI-generated content from 
authenticated content.
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Introduction
The spread of AI-generated (or synthetic) media has posed new challenges to democracies. 
While the problems of this synthetic media era are distinct, public discourse is most affected 
by one root cause: citizens can no longer confidently differentiate AI-generated from authentic 
media.1 Recognising this, bad-faith actors are exploiting the erosion of trust in visual media 
and the long-held belief that photos and videos reflect reality. Given that online photos and 
videos often shape political beliefs and public perception, synthetic content is now being 
weaponised by adversaries to influence political narratives and public audiences. 

For Australia, a highly connected democracy that relies on trusted information and public 
confidence in institutions, the erosion of that trust in digital media is both a social challenge 
and national security risk. The next frontier for democracies is not how to stop misinformation, 
but how to ensure that digital information can be trusted, verified, and authenticated.

This report examines the growing influence of AI-generated content in Australia and the 
Indo-Pacific region, reflecting on both recent case studies and the historical background of 
the new synthetic information environment. It provides brief policy priorities, with the goal of 
restoring public confidence in online visual media.

Historical context: Post-truth and the synthetic media environment
In November 2022, OpenAI launched its first publicly available version of ChatGPT, followed 
closely by models from Google, Anthropic, Meta, and xAI. This period saw the rapid public 
adoption of generative AI tools. By November 2024, over half (52%) of all content online was 
AI-generated – surpassing the amount of content generated by humans for the first time.2 
This tipping point marked the dawn of a new synthetic information environment. Presently, 71 
per cent of social media images are now AI-generated.3[4] There are synthetic AI avatars with 
millions of human followers. Websites now host more AI-written text than human-written 
text.5 Even web traffic itself – entities using the world wide web – is now composed of 53 
per cent autonomous AI agents, or ‘bots’.6 In other words, online information is becoming less 
tied to human authorship and increasingly mediated by machines. As AI-generated content 
becomes more difficult to distinguish from authentic content, questions of verification and 
provenance are becoming increasingly important.
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FIGURE 1  AI-generated content has surpassed human content

Source: PCMag Australia, "Slop Central: More Than 50% of Articles Online Are Now AI-Generated." Underlying data: 
Graphite. au.pcmag.com/ai/113739/slop-central-more-than-50-of-articles-online-are-now-ai-generated

Predictably, this transformation – and the risks that accompany it – have resulted in growing 
public scepticism. Seventy eight per cent of Australians are concerned specifically about 
the negative outcomes of public-facing AI, like misinformation, disinformation, and media 
inaccuracy; 59 per cent of Australians are uncomfortable with the idea of AI facilitating their 
news (higher than the world average of 45%); and just under half (49%) of Australians accept 
the use of AI in society at all.7 These findings are broadly consistent with a global trend of 
caution toward new, disruptive technology. 

However, a fundamental question to ask is whether this new 
synthetic sphere is any more dangerous than the incendiary 
‘post-truth’ era which came before it. 

For example, it was in 2022 that the Edelman Trust Barometer found 65 per cent of Australian 
citizens believed journalists were ‘actively trying to mislead them…’ Can pundits say that it is 
purely AI that threatens democratic institutions, or the quality of discourse, when by many 
accounts the health of democracy was waning before OpenAI’s arrival?

The drivers of the highly contested post-truth era – an attention economy, political 
partisanship, echo chambers, algorithms, and misinformation – were never resolved. They 
have simply been subsumed into the synthetic environment.

The additional challenge now is that people can no longer easily verify whether visual media is 
authentic. Whereas the ‘post-truth’ environment undermined trust in institutions and sources, 
the synthetic media environment attacks the veracity of the medium – the image, the video, 
the recording. This undermines trust in the evidence itself, leading to an environment where 
false narratives spread more easily and genuine information can be more readily dismissed. In 
such an environment, maintaining confidence in information depends on the ability to quickly 
verify the genuineness and origins of digital content. 
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CASE STUDY 2

Chinese regional influence

China provides one of the clearest examples of how synthetic media is being 
incorporated into state-linked efforts to influence public opinion. As early as 2023, 
Graphika identified China-linked ‘Spamouflage’ actors distributing AI-generated 
videos featuring fictitious people – the first time the digital analysis company had 
observed a state-aligned AI-generated influence operation.10 Microsoft subsequently 
reported that Chinese state-linked actors were using AI-generated images, audio, 
memes, and synthetic personas to amplify divisive narratives in Taiwan, the 
United States, and elsewhere, including around elections and contentious political 
issues.11 In 2025, Graphika found a network of websites and social-media accounts 
using AI tools to translate and summarise Chinese state-media content, allowing 
pro-Beijing narratives to be repackaged and distributed across multiple languages 
and platforms.12 These capabilities allow influence networks to manufacture credible 
online identities, tailor narratives to foreign audiences, and exploit existing political 
divisions at unprecedented scale.

CASE STUDY 1

AI-generated fault lines in Australian politics

In early 2026, a Sri Lanka-run Facebook page, ‘Inside Australia,’ was reported for 
posting AI-generated videos of Muslim immigrants complaining about Australian life, 
with one clip reaching 1.6 million views.8 A separate RMIT investigation found foreign-
run accounts producing over 370 AI images in a single week, more than half targeting 
One Nation leader Pauline Hanson and monetised through Meta’s ad program – 
exacerbating political fault lines for profit.9 By amplifying hostility and division, 
synthetic media can undermine the social cohesion and public trust that democratic 
societies rely on to function effectively. 

Indo-Pacific case studies – synthetic media in action  
Across the Indo-Pacific, synthetic media is providing state and non-state actors with 
new tools to influence public opinion, shape political narratives and exploit social division. 
The following examples illustrate this trend. 

A
I, d

em
ocracy, and

 the new
 synthetic m

ed
ia environm

ent

6



CASE STUDY 3

CASE STUDY 4

Wartime influence and the battle for information

Kinetic conflict in the Indo-Pacific has already demonstrated how quickly AI and 
open-source intelligence (OSINT) can become weapons in the information battle 
that often accompanies warfare. During the May 2025 India-Pakistan conflict, false 
claims about destroyed airbases, downed aircraft, and military victories proliferated 
alongside AI-generated images, deepfakes, and recycled battlefield footage.13 The 
Institute for Strategic Dialogue found some of the false claims reached millions of 
users and crossed into mainstream news coverage. Satellite imagery subsequently 
became a critical tool for separating fact from fiction: independent OSINT analysts 
used commercial imagery to challenge Pakistani claims of successful strikes 
on Indian air bases – though now even satellite imagery is being deepfaked.14 
The episode illustrates that AI-generated content can circulate faster than 
governments, media and intelligence analysts can verify and authenticate the 
facts. For policy makers, media, and the general public alike, the challenge is no 
longer simply access to information, but confidence in its authenticity. 

Collectively, these cases demonstrate how synthetic content is lowering the cost, and 
increasing the speed and scale of electoral manipulation, creating significant challenges for 
regulators and election authorities, and testing democratic resilience across the world.

Election interference in the AI era

The proliferation of generative AI is also lowering the cost of electoral 
manipulation. During India’s 2024 election, AI-generated videos falsely depicted 
Bollywood stars Aamir Khan and Ranveer Singh criticising Narendra Modi and 
endorsing his opposition.15 The electoral effect was deemed insignificant, but the 
deepfake tactic itself has been systematically repeated, emerging as a mainstay in 
Indian political campaigns.16 

Indonesia, similarly, has faced deepfake challenges. In one case, the late former 
dictator Suharto's face and voice were 'resurrected’ to endorse the Golkar party 
ahead of the 2024 election, leveraging AI-imagery in attempts to renew political 
legitimacy.17 Additionally, in South Korea, election authorities saw a surge of AI-
generated deepfakes ahead of their 2024 general elections, prompting a nationwide 
ban on synthetic political content within 90 days of polling.18 

Similar concerns have also been seen in the United States, where AI-generated 
content has been used to impersonate political figures, spread misinformation, and 
undermine trust in elections and democratic institutions.
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Deepfakes and deniability 
Denying factual claims has been a mainstay in democratic politics. But historically, where 
there is clear video or photographic evidence, denials have not been convincing. This 
changes with the spread of synthetic imagery indistinguishable from reality. In a term known 
as the ‘liar’s dividend,’ parties who are incriminated by a photograph or video now have 
the option to claim such evidence is a deepfake.19 Citizens and elected officials, unable to 
immediately determine whether the content is genuine, may delay or suspend action while 
authenticity is assessed, granting the person at the centre of the allegation valuable time to 
influence public perceptions. A recent example of this was in 2024, when a South Australian 
politician claimed that a video showing him ingesting cocaine was AI-generated.20 The tactic 
was quickly debunked but indicates that longstanding trust in digital evidence has been 
compromised, giving rise to new forms of disinformation. 

Lessons for Australia
These cases are not distant. The 'Inside Australia' network shows that synthetic media 
is already being used to target Australian political fault lines. Three lessons from the 
region follow:

1	 Trust in the medium can no longer be assumed. When audiences cannot tell what 
is authentic, a window of uncertainty opens. Bad-faith actors work to exploit those 
windows, timing synthetic attacks to elections, military escalations, and breaking 
events. Australia must meet these attempts with strong verification protocols, rather 
than improvise after the fact.

2	 Verification is needed to sustain public trust. The measure of resilience is not 
whether AI-generated content appears, but how quickly it can be authenticated 
or debunked. By reducing the time between public disinformation exposure and its 
verification, Australia can limit the turbulence of synthetic influence.

3	 The public needs to recognise the playbook. Australian citizens should be made 
collectively aware of outrage-farming pages, synthetic personas, and politicians 
dismissing real footage as a deepfake. Awareness of the tactic is itself a defence.

Policy priorities 
Policymakers have tools available to counteract synthetic information and its negative 
trends. The tools shared here have already, to some degree, been major subjects of topical 
discourse, yet they remain unsatisfactorily coordinated. The policy priorities that follow 
speak to that greater need for coordination, and work towards a concrete goal of algorithmic 
partition: creating verified and accessible social media feeds that distinguish AI-generated 
media from authentic media. This policy recommendation is aligned with the Australian 
Government’s recently proposed legislation requiring social media platforms, like Meta, to 
provide a selection of algorithms its users can choose from.21 

ENFORCE SYNTHETIC MEDIA TRANSPARENCY METHODS (SMTM) 
Synthetic media transparency methods are the technical mechanisms that flag content, 
at creation or distribution, as wholly or partly AI-generated. SMTM can be visual markers: 
on-screen labels or watermarks. They could also function behind the scenes via content 
provenance: cryptographically signed metadata which travels with a file, documenting its 
creation tools and edit history. Australia’s approach to information integrity must involve 
significant investment and implementation of media transparency methods across publicly 
accessible digital platforms. The Coalition for Content Provenance and Authenticity (C2PA) 
provides the technical standards this effort would draw on.
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ENSURE SOCIAL MEDIA COOPERATION
Meta, TikTok, LinkedIn, and YouTube already read provenance metadata and append AI labels 
where present. But a label still depends on users noticing finer print. It also assumes labels 
are accurate, and that synthetic content will not still be influential after being labeled as AI. 
Platforms, then, should be required to offer user-friendly algorithmic options that enable users 
to separate AI-inclusive content feeds from verified authentic content feeds. This ‘sandbox’ 
approach would set a partition between the worlds of synthetic media and authentic media 
– creating a trusted environment in which users could better assess whether images and 
videos are authentic.

INVEST IN PUBLIC AWARENESS & EDUCATION 
No transparency apparatus will be airtight. Private messaging, non-compliant platforms, 
and screenshotting (which at present strips embedded metadata) still let synthetic content 
shed its provenance trail before reaching the public. Restoring confidence then also requires 
investing in audiences, not just infrastructure. Australia should mandate AI and media literacy 
in all K-12 and university curriculum, building on the currently voluntary, industry-led program 
rolling out to schools in 2026.22 There should also be non-student corollaries that address the 
broader public through libraries, advertisements, and public health campaigns. 

Conclusion
Some scholars suggest that AI media presages an ‘epistemic apocalypse’ in which the 
inability to discern the synthetic from the authentic could lead to societal collapse.23 But 
democracies have proved resilient, suggesting that AI-generated media is unlikely to trigger 
the end of democracy. 

In all, a more useful metaphor may be that of an epistemic 
eclipse: a dark, but not fatal, shadow distorting visual media 
and assumptions about what information can be trusted. 

From these shadows, and as the case studies attest, shocks will inevitably emerge that create 
manipulation, misinformation, and mistrust. But an eclipse is not permanent darkness – the 
challenge for democracies is not simply how to eliminate misinformation altogether, but how to 
ensure digital information can be trusted, verified, and authenticated. Whether these threats 
become severe or frequent enough to undermine institutions depends on policymakers and 
their ability to coordinate industry-based technological solutions. Thanks to organisations 
like C2PA, early cooperation from social media platforms, and recent Australian legislation 
demanding algorithmic choice on Meta platforms, such catastrophes need not occur. 

The technological tools are available – along with the political 
will – to strengthen trust in digital information mediums. 

Through transparency standards, content verification, platform cooperation, and public 
awareness, governments can help strengthen confidence in the very information on which 
democratic resilience depends.
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