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KEY MESSAGES
	¸ Semiconductors and microchips have become a flashpoint for US-China 

competition due to their critical importance in national security.
	¸ A global race to secure unfettered access to chips has allowed new 

players across the Indo-Pacific to position themselves as future hubs for 
semiconductor processing and microchip manufacture.

	¸ These trends present an opportunity for Australia to work with like-minded 
partners to build domestic capabilities, but decisive government action is 
needed to translate aspirations into policy.



Initial concerns over China’s technological advancements were highlighted by US sanctions 
on Chinese telecommunications company ZTE in 2018 (see Box 2). Around the same time, 
several countries, including Australia, blocked Huawei – another Chinese telcom giant - from 
its involvement in the rollout of their 5G mobile network due to concerns over the companies’ 
ties to the Chinese government. In 2020, the US Commerce Department not only stopped the 
sale of US goods to Huawei but effectively restricted any goods made with US technology from 
being sold to Huawei, too. In the highly clustered chip industry that predominantly relies on US-
software, this meant almost any chip. Such restrictions caused significant delays in China’s 5G 
roll-out and forced Huawei to divest part of its smartphone and server business.5

Box 1:   Semiconductors and Chinese-led intellectual property theft

Technology is increasingly at the heart of many complaints about unfair and illegal Chinese 
economic practices. Semiconductor firms are often subject to Chinese attempts at espionage 
or efforts to poach employees. In 2018, for example, ASML – a Dutch company that holds 
a monopoly on the supply of extreme ultraviolet (EUV) lithography machines – accused 
Beijing-based firm Xtal of stealing its proprietary software and transferring it to China.3 
 The Chinese government also carries out large-scale cyber espionage for the benefit 
of domestic firms and shields Chinese companies from accountability for gaining illegal 
access to trade secrets. In October 2023, the director of Australia’s Security and Intelligence 
Organisation (ASIO) suggested as much: “There’s only one nation that does wholesale 
intellectual property theft: that’s China”. The Five Eyes intelligence network therefore launched 
an unprecedented push to cooperate with global businesses to counter Beijing’s overreach.4 

1  A US-CHINA ‘CHIP WAR’?
Disturbances caused to semiconductor supply chains by COVID-19 drove home the critical 
importance of microchips. The global dependence on very few manufacturers has become a 
point of concern for many states. This is because Taiwan, which holds a pivotal position in global 
chip supplies, has become a flash point of US-China tensions (see Part 1). 

Semiconductor supply chains are now at the centre of great power competition as China seeks 
to increase its national capacity in chip design and production. Although China hosts many 
assembly companies, Beijing effectively remains a technology taker rather than maker. It heavily 
depends on foreign technology in all steps of the production of chips. In 2021 alone, China spent 
US$432 billion on imported chips, equivalent to total expenditure on grain and crude oil imports.1

This has driven heavy investment in boosting its manufacturing capabilities from as early as 
2014. Under the Made in China Plan 2025, several government-owned companies pledged 
investments in the industry. In total, over 110 new projects to build new fabs - fabrication plants 
for microchips - with a total committed investment of US$196 billion were announced by Chinese 
firms since 2014. Thanks to substantial subsidies, 40 fabs have been built and are now operating.2 
 At the same time, China identified technological choke points such as the monopoly of Dutch 
company ASML on lithography machines, which are indispensable for chip production, and 
copied them (see Box 1). 
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  Among the biggest concerns in China’s efforts to expand its 
manufacturing capabilities is its potential acquisition of artificial 
intelligence capabilities with military applications.

As US Secretary of State Anthony Blinken argued, "it's not in our interest to provide technology 
to China that could be used against us".6 Therefore, sweeping US export controls October 2022 
severely restricted exports of chips made with US design or technology to China and forced 
American and foreign companies that use US technology to stop supporting Chinese factories 
and chip designers. One year later, the US Bureau of Industry and Security issued an updated set 
of rules that included further curbs of exports of advanced semiconductors and the equipment 
used to make them, as well as closing loopholes enabling Beijing to get the required tech from 
third countries.7

These regulations marked a major moment in US-China economic competition. China’s drive 
for greater chip autonomy now faces significant hurdles not only to produce chips themselves 
but to make the process financially viable. Foreign companies such as Apple are also slowly 
moving their assemblies out of China. 

But Beijing has not watched passively. China has used economic instruments to block all mergers 
and acquisitions involving US semiconductor industry firms. In May 2023, China’s cyberspace 
regulator also barred operators of key infrastructure from buying from US chipmaker Micron. In 
the long-term, this ban could force the company out of the Chinese market causing losses as high 
as US$3.3 billion in annual sales.8 At the same time, Beijing leveraged its role as top producer and 
exporter of critical minerals. China dominates rare-earth metal mining and refining, controlling 
more than 60 per cent and 80 per cent of global capacity, respectively.9

Thus, as China is seeking to close its technological gap, the US is working to slow down the pace 
of China’s advancement. Other countries like the Netherlands and Japan have since followed 
the US’ lead and implemented export controls for advanced chip-making equipment. This tug-
of-war is significantly reshaping the market.

Box 2:   International restrictions on China’s telecommunication giants

Around 2017/18, concerns around Chinese telecommunication became a prominent 
international security issue. ZTE had first been found to circumvent US sanctions by 
selling telecommunications equipment containing US chip technology to Iran in 2016 and 
subsequently reached a settlement with the US government. When it became apparent 
in 2018 that the company was not adhering to the settlement’s terms, harsh restrictions 
were put in place, which prevented ZTE from buying US-designed chips.
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2  RESHORING CAPACITY
Contested supply chains and growing strategic uncertainty have prompted states to strengthen 
or ‘reshore’ their domestic manufacturing capabilities. Given the complexity of the semiconductor 
industry, self-sufficiency is almost impossible for any country (see Box 3). Rather states aim to 
reduce their dependence on Taiwan and thus buffer against geopolitical instability in East Asia 
and the supply chain disruptions it may cause. 

Accordingly, several countries have closed deals with TSMC to establish new fabs at home. In 
the US, TSMC pledged a US$40 billion investment in an Arizona factory. In the German city of 
Dresden, a US$5.3 billion semiconductor plant will be constructed.10 And Japan is also constructing 
two new fabs for advanced chip making with the Taiwanese manufacturer.

Box 3:   The complexity of semiconductor markets

To speak of just one semiconductor market grossly simplifies the complexity of the industry. 
There are many different types of chips, which can be categorised as memory, logic, analogue, 
discrete, optical components, and sensors. Individual semiconductor companies often focus 
on select segments of each of their production, specialising in few steps of the manufacturing 
process. End-markets are also highly diverse, each with their own performance and cost 
requirements as well as market dynamics. This high degree of complexity across all parts of 
the value chain means that no local market has all the capabilities required for end-to-end 
semiconductor design and manufacturing. These interdependencies have also made national 
self-sufficiency in chip production almost impossible.

Moreover, states have committed significant funds to enhance their digital sovereignty through 
investment in manufacturing facilities as well as boosting R&D capabilities. Prominent examples 
of such reshoring efforts are US and EU chip regulations.

The US’ 2022 CHIPS and Science Act provides US$39 billion for new fab construction.11 Part 
of the CHIPS Act is an investment fab credit, which supports a $20 billion initial investment 
by Intel in two fabs to be constructed in Ohio. Simultaneously, the US will establish a National 
Semiconductor Technology Centre to develop their national research and development sectors.12 

Meanwhile, under the EU Chips Act, US$30-50 billion will be made available to double the EU’s 
global market share to 20 per cent by 2030 to incentivise investments in manufacturing facilities 
and improve coordination between member states. The EU’s Chips for Europe Initiative aims to 
facilitate knowledge transfer “from the lab to the fab”, supporting pilot production lines to boost 
innovation, establishing competence centres, and creating a Chips Fund to finance new projects.

PAGE 6



3  EMERGING PLAYERS
Efforts to secure unfettered access to chips have also presented a window of opportunity for 
new players across the Indo-Pacific to attract foreign investment and position themselves as 
global manufacturing hubs. 

Indian Prime Minister Modi, for instance, has made substantial funding available to build up 
an indigenous chip industry. India allocated US$10 billion to Production- and Design-Linked-
Incentive programs for semiconductors to become a manufacturing hub for electronics and is 
currently constructing a “semicon city” to house production in Dholera, Gujarat.13 In February 
2024, New Delhi also approved the construction of three new semiconductor fabrication plants 
worth US$ 15.2 billion to rival Taiwan. 

  Several new players in Southeast Asia are also seeking to boost 
their share in the supply chain.

These countries have occupied different parts of the semiconductor value chain for decades 
and now stand to exploit the inefficiencies created by the US-China rivalry to grow their share. 
Exports across the ASEAN region have increased from US$52.3 billion in 2017 to US$ 165.3 billion 
in 2022.14

Changes in FDI, after and before US–China tensions
2022 and 2023 compared to 2018

ASEAN

China
-23,5%

2022 2023

-91,5%

45,3%

48,9%

Source: Dr Lili Yan Ing/ ERIA15

Singapore is a leading player in Southeast Asia’s chip industry and accounted for 11 per cent of 
global semiconductor supplies in 2023.16 It is now cooperating with neighbours Indonesia and 
Malaysia to establish a regional manufacturing base. Malaysia’s main stake in the global supply 
chain until recently encompassed predominantly packaging, assembly and testing services. 
Now foreign investments broaden the countries industry as corporations like Intel expand their 
footprint in Malaysia. 

Another significant contributor to global chips supply is the Philippines. In 2022, the Philippines 
exported more than US$ 3 billion in semiconductor devices, making it the 12th largest exporter 
of semiconductor devices globally.17 As one of seven priority countries to receive assistance 
under the US Chips Act, the Filipino semiconductor industry is set to see significant growth in 
the coming years.
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Perhaps the most prominent example of Southeast Asia’s evolving role in semiconductors and 
chips is Vietnam. Hanoi passed major tax breaks already to build up its industry as early as 2015 
and has since then worked with partners like the US to increase the presence of foreign chip 
companies in the country. The country aims to become a leader in the global supply chain to 
become a developed economy by 2045. Strategic cooperation with partner countries, new tax 
incentives, and moves to boost research and attract talent in the semiconductor sector are all 
designed to support this goal. 

Geopolitical competition around chip supplies and the market barriers it has created have thus 
provided an opportunity for new players to position themselves as potential partners providing 
unfettered access to microchips.

4  OPPORTUNITIES AND CHALLENGES FOR AUSTRALIA
These shifts also present a window of opportunity for Australia to increase its participation 
in the global value chain. US restrictions are accelerating strategic decoupling from China. At 
the same time, Indo-Pacific countries are seeking to ‘friend-shore’ key parts of the supply 
chain to like-minded partners. As a democracy and middle power committed to a rules-based 
international order, Australia is well positioned to become such a trusted partner in the global 
technological race. 

  But stepping up Australia’s participation in semiconductor 
supply chains will require significant political will and investment.

To date, Australia’s participation in semiconductor supply chains remains limited. With very few 
exceptions, Australian companies are adopters or hosts of other countries’ technology. 

This lack of domestic capacity comes at a high cost. Strategically, it means Australia is highly 
vulnerable to disruptions in the global chip supply. Economically, it means companies miss 
out on capturing value from control and ownership at the most important stages of microchip 
production. It also means there is no incentive for the supply of relevant local semiconductor 
sector products or services, and cascades into lack of research and development efforts in 
this field.18

Given the complexity of the global value chain, Australia will not be able to cover every step of 
semiconductor processing or chip production. Canberra will thus have to build strong partnerships 
with like-minded countries to develop and produce critical technologies. Cooperation on 
emerging technologies under AUKUS Pillar 2 could catalyse this process.

Nonetheless, Australia should also establish domestic capabilities for critical semiconductor 
components, and build up capacity in select, high-potential market segments.19

Establishing manufacturing facilities alone will not be sufficient if a national ‘eco-system’ to 
support them is missing. The presence of international companies is desirable. But to build a 
viable and sustainable domestic industry, Australia must also invest in fostering new capabilities 
across all parts of the value chain, from raw materials to design to fabrication. 
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Box 4:   Key strengths and weaknesses in Australia’s semiconductor industry

DESIGN CAPABILITIES: Australia has 
distinct and globally recognized design 

capabilities in specific areas, namely 
radio frequency, millimetre wave, 

photonics, and radar.

BASIC MATERIALS: Australia is a key 
supplier of contributing minerals and 
materials used in semiconductor and 

chip production.

BASIC RESEARCH: Australia has 
research expertise across a broad 
range of disciplines related to the 

semiconductor value chain.

MARKET RISKS: Semiconductor 
processing and chip production 

require vast investments and a large 
production scale to be competitive.

HIGH START-UP COSTS: The cost of 
tools and necessary licenses to design 
chips is high, and there are no facilities 

to test or produce local designs.

IP BARRIERS: The prevalence of patents 
on chip design and production facilities 
imposes barriers and additional costs 

on companies.

TALENT: There’s a small pool of 
expertise with the necessary know-

how in chip design, development, and 
production processes in Australia.

APPLIED RESEARCH: There is a gap 
in applied research because it is 

very costly.

DOMESTIC FOCUS: Few Australian 
semiconductor companies 

compete globally.
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Adapted from: NSW Chief Scientist (2020)20

  There are different ways in which Australia can leverage 
existing strengths while removing obstacles to its participation in 
semiconductor supply chains. Key to any strategy is therefore that 
the government creates a favourable institutional environment. 

A recent Australian Strategic Policy Institute (ASPI) report, for example, called for a ‘moonshot’ 
to achieve manufacturing capabilities in Australia through a public-private partnership model. 
The authors estimated that $1.5 billion of government investment and financial incentives would 
stimulate a total of close to $5 billion of semiconductor manufacturing activity.21 To support a 
domestic industry, Australia should also create a ‘talent pipeline’ to attract skilled workers, including 
through favourable immigration laws and new semiconductor education and training pathways.22

A first step toward such a ‘semiconductor ecosystem’ in Australia was the establishment of the 
Semiconductor Sector Service Bureau (S3B) in 2022 to enhance the capability, workforce, market 
connectedness and competitiveness of the Australian semiconductor sector. It performs key 
functions including brokering services for Australian businesses across the semiconductor supply 
chain, market intelligence, training and fostering collaboration and coordination within Australia.23

But more action is needed. Establishing domestic structures to support semiconductor processing 
and chip production will take years, if not decades. The government must thus be more decisive 
and ambitious today to secure the nation’s interests in the years to come.
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