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KEY MESSAGES
	¸ Semiconductors are the essential building blocks of almost all modern 

technology and thus key to states’ economic and national security.
	¸ But global dependence on very few chip manufacturers – particularly 

Taiwan’s manufacturing capabilities – make semiconductor supply chains 
highly vulnerable to disruptions. 

	¸ Amid growing strategic competition, Australia’s dependency on foreign 
chip supplies therefore puts it at a geopolitical disadvantage.



1  WHAT ARE SEMICONDUCTORS, WHAT ARE MICROCHIPS?
The COVID-19 pandemic simultaneously boosted demand for microchips and disrupted their 
supply chains. Manufacturing slowed as companies were unable to access the chips needed to 
produce their goods – big car factories closed for weeks on end, costing the global automotive 
industry US$210 billion in revenue in 2021 alone.1 Within a few months, the world became 
painfully aware of the critical importance of the until then relatively obscure industry focussed 
on semiconductor processing and chip production.

Somewhat confusingly, terms like semiconductor and microchips are often used interchangeably. 
But to understand the intricacies of supply chains and the geopolitics associated with chip 
production it is important to differentiate between the two. 

“Semiconductors” are a class of materials with a unique characteristic – variable conductivity. As 
their name indicates, they are unlike insulating materials such as glass – which never conducts 
electric currents – or conducting materials like copper or aluminium that let electric currents 
flow freely. Rather, the conductivity of semiconducting material can be manipulated and varied 
by design. 

Box 1:   Semiconductor materials

Germanium was one of the earliest semiconductor materials to be used. Since the 1950s, 
however, silicon has dominated the market due to its ready availability and technical 
advantages such as a higher melting point. Currently, over 95 per cent of semiconductor 
components are manufactured using ultrapure silicon. More recently, so-called compound 
semi-conductors have emerged for technologically advanced applications such as radio 
frequency communications, for which silicon is inadequate.2 

A microchip is made from semiconductor material. Each chip consists of a wafer, usually made 
from silicon, into which millions – or even billions – of transistors are carved. Transistors act as 
microscopic electric switches. If that switch is turned on it produces 1s, if it is switched off 0s. 
In this way, microchips produce the binary code that enables all digital computing.3

A silicon wafer during chip production. Individual 
chips on the wafer are later separated.
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2  WHY MICROCHIPS MATTER
Microchips are essential to virtually all technology applications today. These tiny electronic 
‘engines’ are the building blocks of any device with computing power from washing machines 
to complex systems like the phone in our pockets or even fighter jets. This makes them an 
indispensable good in many production chains and thus economically important. 

  In fact, most of the world’s GDP today is produced with devices 
that rely on semiconductors and microchips.  4 

Global semiconductor sales 
(in US$) 

Source: SIA, 2022 & 20235
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But potential risks to semiconductor supply chains also have national security implications. 
Microchips are the key to health care, critical infrastructure such as energy generation and 
distribution, and defence systems. They are also crucial to the development of new cutting-
edge technologies, including ever-improving communications systems, artificial intelligence and 
quantum computing as well as clean energy. Unsurprisingly, therefore, chips are now viewed by 
many countries as a critical technology. 
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3  UNDERSTANDING SEMICONDUCTOR SUPPLY CHAINS

Box 2: Commonly used terms

CRITICAL TECHNOLOGIES Critical technologies are current and emerging technologies that can 
enhance but also threaten national interests, including economic 
prosperity, national security and social cohesion.

SEMICONDUCTOR A class of materials that can be manipulated and varied to conduct or 
insulate electrical current.

CHIP A wafer, often made from silicon, upon which transistors are carved.  
Its electrical signals power most of today’s technology.

TRANSISTOR A miniature ‘switch’ made from semiconductor material that regulates 
current, thereby sending electrical signals.

INTEGRATED CIRCUIT Chips can consist of a single electronic device, such as a transistor 
or diode, or it can consist of many electronic devices wired together, 
forming an “integrated circuit”.

MOORE’S LAW First described by Intel founder Gordon Moore, Moore’s Law describes 
long-term trends in technology. It observes that the number of 
transistors on computer chips doubles approximately every two years.

INTEGRATED DEVICE 
MANUFACTURERS

Companies that both design and manufacture chips, e.g. Intel.

FAB Fabrication plant for chips, typically owned and operated by a 
semiconductor company.

FABLESS Companies that design chips but outsource manufacturing,  
e.g. Nvidia or Qualcomm.

FOUNDRY Companies that specialise in manufacturing semiconductor chips 
for fabless companies, e.g. Taiwan Semiconductor Manufacturing 
Company (TSMC).

Disruptions in the global semiconductor supply chains due to COVID-19 drove home the critical 
importance of microchips. While pandemic recovery is now full swing, the shortages exposed the 
significant vulnerabilities and choke points in the market. In other industries, manufacturing would 
shift in response to shortages. But the manufacture of chips involves vast costs and is highly time 
consuming, involving over 400 steps, so it’s difficult to increase production volumes quickly.6

Indeed, no other facet of the global economy is so dependent on so few firms. Chips from Taiwan 
provide 37 per cent of the world’s new computing power each year. Two South Korean companies 
produce 44 per cent of the world’s memory chips. The Dutch company ASML builds 100 per 
cent of the world’s extreme ultraviolet lithography machines. These machines are indispensable 
for producing cutting-edge chips, because they print circuit designs into a photosensitive layer 
on top of the silicon wafer, which can subsequently be etched into the wafer.7

  Different capabilities are also concentrated in specific parts 
of the world. Currently, the US and Europe lead in research & 
development intensive activities, while Asia is the front runner 
in capital-intensive activities such as the fabrication of chips, 
assembly of devices, testing and packaging.
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Until the 1990s, the US was a global leader in chip production, making 37 per cent of the 
world’s chips. This number fell to 19 per cent by 2000 and 13 per cent by 2010 as key American 
chipmakers outsourced manufacturing to Asian countries with less labour costs, transitioning to 
a fabless business model (see Box 2). This move drove down start-up costs and allowed the rise 
of various Silicon Valley success stories, but significantly increased dependency on countries 
who made it a national priority to boost their chip industries. Singapore, South Korea, and Taiwan 
each poured funds into their chip industries and rapidly increased output.8

  This shift effectively centralised the ability to produce many 
chips in very few hands. Most notable is the unmatched role of 
Taiwan in global supply chains.

No company today can match the Taiwan Semiconductor Manufacturing Company Limited 
(TSMC) in either production volume or skill. TSMC is making the smallest and most powerful 
chips in the world. It supplies 60 per cent of the semiconductor chips used around the world 
and makes 90 per cent of the most advanced technology. It is the most valuable company in 
Asia, and responsible for 5 per cent of Taiwan's GDP.9

MARKET SHARE IN SEMICONDUCTOR CONTRACT MANUFACTURE, 2020
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What this means for Australia

Australia is primarily a ‘consumer’ of semiconductor products. Like the 
rest of the world, Australia is therefore also heavily dependent on Taiwan, 
which provides reliable access to critical chip technology.

Taiwan also brings Australia direct economic benefits through coal and 
liquified natural gas exports. Semiconductor fabrication plants consume a 
significant portion of Taiwan’s energy (increasing to 10 per cent by 2030) 
and Australia is Taiwan’s largest energy supplier.11

  But this foreign dependence puts Australia 
at a geopolitical disadvantage.

Regional stability is directly linked to Australia’s economic and national 
security interests, but geopolitical competition and uncertainty is only 
intensifying in the Indo-Pacific.

Historically, Taiwan’s central role in microchip production has given 
it a certain level of security. Then President Tsai In-Wen argued, its 
semiconductor industry provided “a ‘silicon shield’ that allows Taiwan 
to protect itself and others from aggressive attempts by authoritarian 
regimes to disrupt global supply chains”.12

Yet in recent years, Taiwan has become a flash point of US-China tensions. 
Beijing views the island as part of its territory while the US, particularly 
under President Biden, has vowed to protect Taiwan. Any disruption to 
the status quo in regional relations would, however, has far-reaching 
repercussions across the global value chain.

Given the critical importance of microchips to all areas of life, Australia 
must therefore reduce its vulnerability to supply chain disruptions. How 
Australia can work toward this objective will be discussed in Part 2 of 
this series.
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