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↗	 Japan is a natural strategic choice to expand AUKUS Pillar II because of 
its advanced manufacturing and defence capabilities.

↗	 However, its restrictive arms transfer regulations and weak anti-
espionage laws rooted in post-WWII pacifism mean JAUKUS isn’t yet a 
realistic possibility.

↗	 Japan’s security environment is increasingly tense. Tokyo should work 
hard to amend these laws to enable Japan’s potential to contribute to 
more defence technological partnerships, especially AUKUS.
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On 14 November 2023, Aso Taro, the vice president of Japan’s ruling Liberal Democratic Party 
and former Prime Minister, called for Japan to be included in the AUKUS trilateral security 
partnership between Australia, the United Kingdom and the United States, forming ‘JAUKUS’.1,2 
The proposal is nothing new – Japan has long been viewed as the leading candidate for additional 
members of AUKUS due to its geopolitical presence and role in the Indo-Pacific region, its solid 
alliance with the United States, and its membership in other security partnerships, including 
the Quad.3 In fact, in August 2023, the UK House of Commons Foreign Affairs Committee 
recommended the inclusion of Japan and South Korea into Pillar II of AUKUS.4  

Though Aso was not speaking on behalf of the government, his remark is significant as it 
is the first time that a high-ranking parliamentarian has expressed enthusiasm for the 
JAUKUS proposal. But despite the emerging excitement surrounding Japan’s potential 
AUKUS membership, the Japanese government’s official position on the pact remains the 
same: merely supportive of AUKUS in its efforts to contribute to peace and stability in the 
Indo-Pacific region, with no plans to join.5 Contrary to Aso’s optimism, there are still some 
critical voices on JAUKUS – expanding the pact could delay the building of the submarines 
and technological cooperation under Pillar II of AUKUS, as well as increase the risk of leaking 
shared military technology.6,7 

Given the significance of AUKUS’ endeavours – especially those aimed at future technological 
advantages for the United States and its allies – JAUKUS has some merit. 

But Japan cannot join AUKUS without changing itself, 
particularly its anti-militaristic domestic legislations and 
rules. The feasibility of JAUKUS depends on not just strategic 
rationale, but synchronization of security laws and policies 
amongst the pact’s members. 

Japan’s incomprehensive counter-espionage laws and overly restrictive arms trade rules that 
originated in its post- World War Two (WWII) pacifism are the biggest obstacles in the way of 
realising JAUKUS. 

The Rationale for ‘JAUKUS’: Force Multiplier with Industrial Complementarity
It is a natural strategic choice for Japan to join Pillar II of AUKUS – focusing on advanced military 
technology cooperation – because of the severity of its surrounding security environment. 
Japan’s participation in AUKUS also has the potential to benefit the pact itself.8 

From an industrial perspective, Japan can provide both the workforce and the resources 
needed for the production of intermediate materials for military or dual-use equipment.9,10 
Japan remains one of the most advanced industrial nations: 20.1 per cent of its economy 
is derived from value-added products in the manufacturing sector and 15.5 per cent of its 
workforce are in manufacturing.11,12 Furthermore, primarily through its private sector, Japan 
spends 3.3 per cent of its GDP on research and development (R&D).13 Japan’s average wage is 
also now USD41,500 – cheaper than any AUKUS country by approximately 30 per cent. 

More specifically, Japan possesses production capacity of some key materials for military 
equipment. It is the world’s third largest steel producer (after China and India), producing 89 
million metric tonnes (mmt) in 2022. Though China’s 1,018mmt production overwhelms all 
other nations, Japan still produced more than the US (80mmt), the UK (6.1mmt) and Australia 
(5.7mmt)14, and holds the potential for 122.4 mmt of steelmaking capacity, which is equivalent 
to the US’ potential.15,16 Japanese steel giant Nippon’s plan to purchase US steel production 
company US Steel for $15 billion in December 2023 shows Japan’s competitiveness in this 
area.17 Japanese companies also have significant presence in the production of high-quality 
materials for the defence industry, such as carbon fibre used for aeroplanes18 and titanium 
sponge used for parts of aircraft engines, rockets and missiles.19 Moreover, Japan is the third-
largest shipbuilding nation, recording 9,585 gross tonnes in 2022, followed by China and 
South Korea.20,21 
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Militarily, Japan’s recent investment in defence-related R&D matches with AUKUS’ priorities, 
especially its technology-focused Pillar II. Japan’s FY2024 budget – a record high 7.95 trillion 
yen (approximately AUD81.6 billion) – prioritises stand-off defence capabilities, integrated 
air and missile defence, unmanned technologies and hypervelocity gliding projects, amongst 
others.22 As with Australia launching its Advanced Strategic Capabilities Accelerator in July 
2023, Japan also plans to establish a new research agency of defence in 2024 to enhance 
partnerships with its counterpart, mainly the US Defense Advanced Research Projects Agency.23 

Japan’s Industrial Potential

As a maritime nation, Japan may offer auxiliary technology to AUKUS. For example, Japan’s 
currently commissioned diesel-electric attack submarines, the Taigei-class (2022-), possess 
a new combat management system, snorkel system and sonar system. While discussions 
of AUKUS-class submarines tend to focus on nuclear propulsion capabilities, of greater 
importance is the submarine’s overall capabilities and learning from Japanese conventional 
submarines could potentially improve the stealth and detection capabilities of AUKUS’ 
conventionally-armed nuclear-powered submarines.24,25 Japan also invests in unmanned 
undersea capabilities, with a facility in Iwakuni exclusively researching unmanned undersea 
vehicles to improve Japan’s intelligence, surveillance and reconnaissance (ISR) and anti-
submarine warfare capabilities26. These technologies could be complementary to AUKUS’ efforts 
to improve its technological advantages against China’s expanding maritime capabilities27. 

Thus, if Japan joined AUKUS, its contribution to the pact 
would be a force multiplier – enhancing the trilateral 
defence industrial base and the innovation ecosystems of 
AUKUS by providing high-quality intermediate goods and 
military technologies. 

As suggested by a 2020 CSIS report on the US-Japan Alliance, JAUKUS may promote greater 
coordination of resources and put a ‘premium on technology co-development and related 
efforts to increase the efficiency of alliance cooperation’.28 Therefore, the question of JAUKUS 
is primarily about future feasibility for such co-development. 
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Roadblocks to ‘JAUKUS’
AUKUS goes beyond building nuclear submarines for Australia. As the Australian Defence 
Minister Richard Marles repeatedly articulates, it aims to create ‘a seamless defence industrial 
base’ among the three countries.29 Like a trade bloc, this requires all members not only to 
lower or remove barriers in their internal transactions and collaboration, but also to set up 
high walls against external actors in areas including cyber security and anti-espionage. It also 
requires them to establish common rules for arms-trade and technological sharing. 

This brings into question whether Japan can join AUKUS. To do 
so, it would have to remove its highly restrictive arms-trade 
rules for AUKUS members and establish better protective 
measures against external threats, especially in the area of 
anti-espionage. 

These roadblocks have their origins in Japan’s post-WWII pacifist regime (see Box 1). 

   BOX 1    Explainer – Japan’s Pacifist Regime

Japan’s post-WWII national security approach is often labelled as pacifism30 
or anti-militarism31. It has widespread, grassroots support amongst the 
Japanese public. 

Japan’s post-WWII pacifism has two origins. Prior to 1945, the country had an 
authoritarian government that recklessly moved to war. Some traumatic laws that 
supported the militarization of the state include: the Security Maintenance Law 
1925, through which the government arbitrarily arrested and even tortured anti-
government protesters and communists,32  and the National General Mobilization 
Act 1938, which forcibly conscribed people and goods for national defence 
during war time.33

After the end of WWII, the US played a key role in crafting Japan’s current 
constitution – a major goal was to demilitarise Japan and prevent it from 
committing any future war time atrocities.

The pacifist regime that emerged out of these pre-war and wartime experiences 
consists of a set of laws, principles and policies. These include Article 9 of the 
Japanese Constitution (which renounces Japan’s right to wage war and its right 
to an offensive military capability) as well as three non-nuclear principles, the 
prohibition of offensive weapons, the restriction on arms-exports, and peace 
education.34 Some elements were amended in the post-Cold War era,35 and the 
Abe Shinzo administration amended the regulations of collective self-defence, 
arms exports and secret protection. 

However, any legislative and policy changes to the pacifist regime are still 
constrained by the constitution and its interpretations, existing legal frameworks, 
and national grassroots sensitivity to militarism.
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  1  Restrictive Arms-Trade regulations
Over the past decade, Japan has reformed its regulations on arms trade. The Abe administration 
passed the “Three Principles of Defense Equipment Transfer” in 201436 and established 
the Acquisition, Transfer, and Logistics Agency within the Japanese Ministry of Defense to 
promote the outreach of Japan’s defence industries.37 While Tokyo failed in its bid to export 
its Soryu-class submarine to Australia in 2015, Japan’s first-ever arms transfer deal – involving 
its long-range air surveillance radar system – was signed with the Philippines in 2023.38 

In addition, the Kishida administration also launched the Oversea Security Assistance program, 
a new policy framework to provide military equipment to other nations.39 In the context of the 
ongoing war in Ukraine, Japan revised defence equipment transfer guidelines in December 
2023 to enable the transfer of completed lethal weapons to countries where patent holders 
are based (mainly for exporting Patriots missiles to the United States), the conditional transfer 
of lethal weapons for rescue, transport, warning, surveillance and minesweeping, and non-
lethal equipment to countries being invaded.40 Remarkably, the Agreement of the Global 
Combat Air Program (GCAP) – a joint military technology development program between 
Japan, the UK and Italy – introduced a common mechanism for facilitating exports of GCAP 
systems, subsystems, and technology to non-Parties.41 Such gigantic steps taken by both 
the Abe and Kishida administrations have helped transform some elements of Japan’s ‘anti-
militaristic pacifist nation’ approach (See Box 1). 

TABLE 1:  Roadblocks to JAUKUS

Restrictive Arms Trade Regulations Practical Impact

Jointly developed lethal weapons cannot 
be exported to third countries. Parts and 
services are excepted. 

A Japan-AUKUS jointly developed product 
cannot be exported to a third country, such 
as the Philippines. 

Japanese companies cannot export lethal 
weapons to any countries, except for the 
weapons produced under a license of 
another country. 

Japanese defence industry lacks incentives 
to develop new lethal technology (extending 
distance or improving precision of 
missiles), despite an increasingly tense 
security environment.

Insufficient Anti-Espionage Laws

Act on Protection of Specially Designated 
Secrets (SDS) only criminalises disclosing 
secrets.

People who receive secrets, including 
foreign actors, may not be prosecuted. 
SDS loopholes could be exploited by 
foreign adversaries.

Limited criminal punishment for disclosing 
national and trade secrets (10 years).

A person who leaked a country’s national 
security secret shared with Japan receives 
less punishment if prosecuted in Japan.
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However, remaining restrictions still matter if Japan would like to join AUKUS. For instance, 
weapons can only be exported if they meet one of five categories (the weapons are for rescue, 
transportation, vigilance, surveillance, or minesweeping). The ruling parties could not agree on 
removing such restrictions or on enabling transfers and exports of jointly developed complete 
weapons to third countries.42 

While the updated defence equipment transfer guidelines enable the transfer of lethal 
weapons to countries with a licence, it still requires those countries to get permission from 
Japan before re-exporting equipment to a third country. Furthermore, there is no discussion 
of transferring lethal weapons developed by a Japanese company to other nations.43 At 
the 2023 Indo Pacific International Maritime Exposition in Sydney in November 2023, there 
was no display of Japanese companies’ lethal weapons, such as Type-12 Surface-to-Ship 
missiles or Taigei-class submarine, while Lockheed Martin and BAE, for example, showcased 
THAAD missile defence system and Australia Hunter Class Frigate Program. This potentially 
disincentivises the Japanese defence industry from developing new equipment or technology 
indigenously, as such products cannot be exported while jointly developed ones can.  

Meanwhile, the region has moved at a different pace. China’s massive investment in defence 
technology continues as it increases its arms sales – including combat aircrafts, unmanned 
aerial vehicles, ballistic missile systems, and submarines – to South and Southeast Asian 
nations, the Middle East and Africa.44 South Korea increased its arms exports to Southeast 
Asian nations, becoming the fourth largest arms exporter in 2022 by selling all types of 
firearms, including tanks, jets, howitzers, and rocket launchers.45 

Concurrently, AUKUS partners are steadily removing internal barriers. The Australian 
government submitted five defence-related bills in 2023, including the Defence Trade Controls 
Amendment Bill.46 The amendment aims to create a licence-free environment for exports to 
AUKUS partners and expand the scope of export-control regulations.47 In December 2023, 
after scrutinising the risks of information leaks, the US Congress passed the 2024 National 
Defense Authorization Act, which not only enables provisions for Australia’s AUKUS nuclear-
powered submarine program but also designates Australia and the United Kingdom as 
domestic sources within Title III of the US Defense Production Act.48,49 

While the Japanese government is working towards removing 
remaining restrictions on arms-trade, what is missing is a 
sense of urgency. Japan risks being left out from defence 
technological partnerships and eventually becoming 
dependent upon AUKUS or other nations’ defence industries. 

Furthermore, although the Japanese government has to consider public polling that shows 
63 per cent of respondents oppose the transfer of lethal weapons,50 the recent amendments 
of the transfer guidelines further complicate regulations. Japan should imagine other like-
minded nations’ views that want to cooperate with Japan in defence technology and make 
efforts to simplify and synchronise the rules with such partners.
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  2  Lack of Anti-Espionage Laws
The second impediment to JAUKUS is Japan’s lack of sufficient protective measures against 
malicious foreign espionage.51 

Japan currently has two main laws dedicated to espionage: The Unfair Competition Prevention 
Act (UCPA) and the Act on the Protection of Specially Designated Secrets (SDS). 

The UCPA criminalises the illicit transfer or disclosure of trade secrets.52 The law sets the 
maximum criminal punishment as imprisonment for no more than 10 years or a fine of no more 
than 20 million yen (approximately AUD205,000). 

The SDS allows the government to designate certain information related to national security 
and diplomacy as ‘special secrets’ and sets the maximum punishment for disclosing secrets 
as imprisonment for no more than 10 years or a fine of no more than 10 million yen (AUD102 
thousand).53 Despite public opposition,54 the Abe administration passed this legislation in 
2014 to improve the quality and quantity of information exchange between Japan and the 
United States.55 

There are three deficiencies in Japan’s counter-espionage system – especially when 
compared with AUKUS members. 

First, Japan’s maximum punishment for these criminal offenses is limited. The US’ Espionage 
Act (1917) has a maximum punishment of death or life imprisonment.56 Australia punishes 
espionage with at least 10 years imprisonment, up to imprisonment for life under the National 
Security Legislation Amendment Bill 2018.57 The Bill’s 27 introduced offences include a 
preparatory offence – such as planning for, or efforts to insight acts of espionage – which 
is punished with imprisonment for 15 years, and interference as separated from espionage, 
punished with imprisonment up to 20 years.58 Despite domestic opposition since 2015, the 
UK parliament finally updated its counter-espionage law in July 2023, following the path of 
Australia.59 Compared with Japan, these punishments are much more severe.

Second, the scope of prosecution in the Japanese system is limited. The UCPA only criminalises 
actions, including using, disclosing and acquiring for ‘the purpose of obtaining an unjust profit 
or causing damage to the secret holder’ (Article 21).60 Yet, there is no articulation of foreign 
principals nor foreign states. 

On the other hand, Article 24 of the SDS criminalises not only disclosing but also obtaining (or 
the attempt to obtain) specially designated secrets for the interests of foreign states.61 In this 
sense, SDS is designed to counter foreign intelligence activities. The disclosure of specially 
designated secrets is unconditionally criminalised. The problem is that for the acquisition of 
those same secrets to be punished, the secrets must be obtained for the designated purpose 
of serving the interests of another state, achieving unfair profits, or be intended for purposes 
that are detrimental to the security of Japan.62 Such a condition of intentionality, especially 
promoting foreign states’ interests or causing harm to Japan, is hard to prove. Hypothetically, 
if a person acquires specially designated secrets without illicit means and not for specified 
purposes, that person cannot be prosecuted. In short, the burden is on intention, rather than 
possession (see also Box 2). 

Another example of the stark contrast between the scope of Japan’s anti-espionage laws and 
those in the United States, for instance, is that unauthorised retention of classified documents 
by former and current politicians cannot be indicted in Japan.63 
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Finally, Japan does not have sufficient deterrence or preventative measures in place. 
Looking at Australia, the Foreign Influence Transparency Scheme Act 2017 requires the 
registration and disclosure of activities undertaken on behalf of foreign principals.68 In 2019, 
the University Foreign Interference Task Force was also established. It therefore became 
commonplace in Australia for university academics and professional staff to receive training 
on foreign interference.69 The Foreign Relations Act 2020 also created a framework for the 
Commonwealth to review and cancel arrangements between state and territory entities and 
foreign governments.70 These laws and policies help ensure Australia’s security while engaged 
in AUKUS, especially surrounding the research and development required of Pillar II. 

Conversely, Japanese universities have reluctantly committed to voluntary scrutiny of foreign 
researchers, as they have no internal intelligence capabilities. The Science Council of Japan 
strongly opposes its own government’s intervention.

   BOX 2    Loopholes in Japan’s Approach to Foreign Interference

Foreign interference is defined as an activity carried out by or on behalf of a foreign 
government,64 or conduct which may materially assist a foreign intelligence service 
including by providing information, access to information, goods, services, or 
financial benefits such as money.65

However, such activities are not covered by Japan’s Act on the Protection of 
Specially Designated Secrets unless the action is either described as disclosing or 
illicit obtaining (of goods, information, services). 

Japan has also set up economic security measures, including the protection of 
critical infrastructure, resilient supply chains and the development of advanced 
technology.66 But again, the Economic Security Promotion Act does not cover 
espionage nor foreign interference.67 Currently, Japanese law only criminalises actions 
that have already taken place, rather than establishing preventative measures. 

The limitations of Japan’s legislation became evident during an incident in December 
2022, when a captain of the Japan Maritime Self-Defense Force (JMSDF) was fired for 
disclosing specific secrets to a former JMSDF admiral. In this case, while the captain 
was prosecuted for disclosing secrets, the former admiral who received them was 
not. Given the difficulty of proving intention to harm the nation or serve foreign 
interests, the SDS’ limited coverage could potentially be exploited by foreign actors.
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Conclusion – Moving Forward
Although former Prime Minister Abe Shinzo promised to graduate Japan from its post-War 
regime, Japan, as of 2024, still lives in the shadow of its post-WWII pacifist system, which 
originated in the pre-war trauma of an authoritarian and militaristic government’s suppression 
of its citizens. The acrimonious memories of two pre-war laws (Box 1, the Security Maintenance 
Law 1925 and the National General Mobilization Act 1938) mean changing the ‘flexible rigidities’ 
in Japan’s security policy is a tall order.71

However, if Japan, as a responsible stakeholder of the Free and Open Indo-Pacific, is willing to 
join AUKUS – a security partnership among three victors of WWII – Japan should open national 
debate about amending its post-WWII legacies (that have the ultimate goal of not going to 
war), and discuss under what circumstances it would be prepared to go to war.. If Japan takes 
the ‘peace through strength’ approach represented in AUKUS, the post-WWII pacifist norms 
and systems inevitably remain as impediments.72 Although amending Japan’s arms-trade 
regulations and counter-espionage laws is ultimately contingent upon the government’s 
decision – based on the general public’s thorough understanding of the issue – AUKUS will 
meanwhile be moving forward without Japan.
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